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Abstract: This paper examines factors that significantly affect the use of cybersecurity culture by banks in Nigeria. 

One of these factors was the cybersecurity standard guidelines. This study adopted a quantitative approach to 

reaching its objectives by using questioner that provides a framework for building hypotheses. Fifty participants 

from different banks in Nigeria participated in the study. After reviewing several relevant studies, a five-point Likert 

scale questionnaire was designed to collect the required data, which was analyzed using SPSS. Hypotheses were 

tested to see which results could then be generalized. The result showed the regression coefficients of the variable 

cybersecurity standard guidelines explain (79.2%) of the variance in the culture of cybersecurity this interpretation 

is statistically significant at the level (0.05), and the table shows that the values of the regression coefficients were 

positive and statistically significant between the cybersecurity standard guidelines and culture of cybersecurity (β = 

0.813; t = 26.356; p = 0.000); The square of the overall correlation coefficient R2 between cybersecurity standard 

guidelines  and culture of cybersecurity was (0.792), which means that the independent variable affects 79.2% of the 

variance in the culture of cybersecurity as the dependent variable. Thus, we accept the H1 hypothesis. The 

researchers recommend the use of new variables and factors in studying the relationships that affect cybersecurity 

and studying the extent of culture that people have about this concept in different environments and countries, in 

addition to different sectors. 
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1.   BACKGROUND 

Cybersecurity guidelines is the organization document usually drafted by chief cybersecurity officer of the organization to 

prevent or mitigate cybersecurity vulnerability (Yani, 2016; Lubua & Pretorius, 2019). The creation of cybersecurity culture 

will begin with the creation of the organization’s cybersecurity guidelines, followed by the creation of cybersecurity 

architecture and detailed cybersecurity blueprint  (Liu et al., 2020). The organization cybersecurity effort can be succeeded 

only if it operate in conjunction with the organizational cybersecurity standard guidelines (Papazoglou 2019). Without 

cybersecurity standard guidelines, the organization will be unable to meet the cybersecurity needs of the various 

communities of interest including management from all communities, general staff and public users (Masrek et al., 2017). 

According to Nasir et al., (2020)  organization with lack cybersecurity standard guidelines clearly shows that it lacking 

proper cybersecurity guidance, and showing a low level of senior management commitment to cybersecurity. Cybersecurity 

standard guidelines should be regularly reviewed at the organizational level to determine whether it satisfied cybersecurity 

needs and incorporated into the working environment so that it becomes a part of the individual's daily activities (Alshaikh, 

2020 & Uchendu et al., 2021). The Individuals can use cybersecurity standard guidelines to learn about the acceptable level 

of cybersecurity behaviour required to keep personal data secure (Tolah et al., 2017) . 
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However, the guidelines were examined in terms of how it should be written, how to encourage the users to follow the 

guidelines, and how the guidelines influence an organization's cybersecurity culture. The cybersecurity guidelines is 

considered as a significant strategy for monitoring cybersecurity in organizations and businesses. Veiga et al (2021) carried 

out a survey to determine the impact of cybersecurity standard guidelines on cybersecurity culture by relating organizations 

with security standard guidelines and those without security standard guidelines. The finding shows that cybersecurity has 

been increased in organizations where cybersecurity standard guidelines implemented.  

The foundation for shared cybersecurity values and beliefs among users is provided by cybersecurity standard guidelines 

(Yıldırım and Mackie 2019). Users are expected to follow cybersecurity standard guidelines that communicate desired 

cybersecurity behaviour (Mannan and Van Oorschot 2018). Users are often under the impression that implementing or 

adhering to cybersecurity standard guidelines will reduce cyberthreats (Gcaza and von Solms 2017). Users who follow 

cybersecurity standard guidelines may be able to protect their data from cyberthreats and risks. Virus attacks occurred in 

80% of the organizations surveyed because users were unaware of or failed to follow cybersecurity standard guidelines. 

Cybersecurity standard guidelines have been identified as one of the factors influencing the development of an effective 

cybersecurity culture by researchers. Hengstler and Pryazhnykova (2021) used the Theory of Planned Behaviour to develop 

a research model to identify the factors that influence the intention to follow standard computer security policy. The 

researcher discovered a connection between having standard computer security guidelines and the intention to follow them, 

which is mediated by attitude and belief. This model was later tested by Acuna (2018), who discovered that computer 

security guidelines influenced users' intention to follow computer security regulations, and this relationship was mediated 

by cybersecurity culture's attitude and belief. Furthermore, Veiga (2017) conducted an empirical study over an eight-year 

period to assess cybersecurity culture in twelve countries. As a result, the current paper will decide to use a mixed method 

approach and focuses on developing a reliable and valid cybersecurity culture measurement model by identifying the human 

factors that influencing cybersecurity culture. 

2.   THE RESEARCH QUESTION, AIM, AND HYPOTHESIS 

Based on the background of the study and a review of the previous literature, the following question was formulated: 

• Is there an impact of cybersecurity standard guidelines on the culture of cybersecurity? 

The aim of this question is: 

• Studying the relationship and influence between cybersecurity standard guidelines and cybersecurity culture. 

Through the background of the study, the study question, and the aim of the study, the following hypothesis was formulated 

• H1: There is a statistically significant effect of the influence of cybersecurity standard guidelines on the culture of 

cybersecurity. 

3.   CONCEPTUAL FRAMEWORK 

 

 

 

 

4.   THEORETICAL FRAMEWORK 

A theoretical framework refers to the structure that can hold or support research works (Uchendu et al., 2021). It will help 

to explain why the problem in the research exists. And the theoretical framework that will guides the researcher to determine 

what things will be measure, and what statistical relationships will be looking for. The theory of reasoned action (TRA) 

developed by Fishbein & Ajzen, (1975), and Later, Ajzen (1991) extended the theory to theory to planned behavior by 

adding perceived behavioral control. The primary goal of the theory of reasoned action and theory of planned behaviour is 

to explain the relationship between attitudes and behaviors and has shown significant results in predicting behavioral 

intentions and some committed behaviors (Fishbein and Ajzen 1975). 
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5.   METHODOLOGY 

This study selected fifty participants from banks in nigeria to be participants. The data was obtained online (online 

questionnaires on the www.surveyshare.com site), and the questionnaire includes one part this section contains twenty basic 

designs that are linked to cybersecurity standard guidelines  and the culture of cybersecurity 

6.   INSTRUMENT’S RELIABILITY 

the test determines the reliability. Gay and Airasian (2005) mentioned reliability determine the level at which the test 

measures what is constant. Furthermore, the basic consistent quality of the internal consistency of the information contained 

in the study is estimated using Alpha Cronbach's (Cronbach, 1984). Alpha Cronbach's value can be expanded in a number 

of things or a natural relationship. 

Table 1: Scale Reliability Questionnaire 

Variable N. of Items Alpha (a) 

Cybersecurity Standard Guidelines 10 0.892 

Culture Of Cybersecurity 10 0.914 

7.   HYPOTHESES TESTING 

This research proposed hypothesis in an attempt to examine the relationships among the factors of the proposed model. 

Here, the mean values of the variables are determined within the factors or constructs. The values obtained were then 

evaluated for correlation. All hypothesis tests show that there is a positive relationship between structures. A positive 

correlation ranging from zero and satisfying the above minimum criteria thus supports both the hypothesis and the 

relationship. 

We seek to test a hypothesis (H1: There is a statistically significant effect of the influence of cybersecurity standard 

guidelines on the culture of cybersecurity). To check this hypothesis, linear regression coefficients were extracted and the 

following table shows these results: 

Table 2: Hypotheses Testing 

Sample 
Non-standard 

transactions β T value 
Statistical 

significance 
R R2 F value significance 

Reg. S. E 

Fixed 1.284 .124  19.102 .000 .847 .792 753.222 .000* 

 .802 .031 .813 26.356 .000*     

Table 2 shows the regression coefficients of the variable cybersecurity standard guidelines explain (79.2%) of the variance 

in the culture of cybersecurity this interpretation is statistically significant at the level (0.05), and the table shows that the 

values of the regression coefficients were positive and statistically significant between the cybersecurity standard guidelines  

and culture of cybersecurity (β = 0.813; t = 26.356; p = 0.000); The square of the overall correlation coefficient R2 between 

cybersecurity standard guidelines  and culture of cybersecurity was (0.792), which means that the independent variable 

affects 79.2% of the variance in the culture of cybersecurity as the dependent variable. Thus, we accept the H1 hypothesis. 

8.   CONCLUSION 

The main objective of cybersecurity standard guidelines  research in the context of cybersecurity is to approach, identify, 

and finally analyze how an individual's cybersecurity standard guidelines , beliefs, and attitudes can affect cybersecurity, 

either directly or indirectly, intentionally, or unintentionally. Understanding the root of the problem may lead to effective 

solutions, such as implementing policies and guidelines, along with training programs that can help in mitigating 

cybersecurity vulnerabilities. However, people of different cybersecurity standard guidelines  in the modern world needs to 

have private information such as password and private information developed to be essentially private and undisclosed, but 

the sharing of private information is a common practice in some groups or family. This is because of social attitude and 

trust with whom to share private information with. Cybersecurity standard guidelines  played an important role in whether 

private information would be shared or not. The researcher suggests and recommends the use of new variables and factors 

in studying the relationships that affect cybersecurity, and studying the extent of culture that people have about this concept 
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in different environments and countries, in addition to different sectors. However, the guidelines were examined in terms 

of how it should be written, how to encourage the users to follow the guidelines, and how the guidelines influence an 

organization's cybersecurity culture. The cybersecurity guidelines are considered as a significant strategy for monitoring 

cybersecurity in organizations and businesses. The researchers recommend the use of new variables and factors in studying 

the relationships that affect cybersecurity and studying the extent of culture that people have about this concept in different 

environments and countries, in addition to different sectors. 
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